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EXECUTIVE SUMMARY

As the global demand for food continues to
rise, it is imperative to optimize agricultural
productivity, increase food supply and
ensure long-run food security. The proper
use of agro-chemicals like pesticides is a
critical component in modern agriculture.
Protecting crops from pests and diseases
helps farmers maximize crop yields and
ensure crop quality, which mitigates the
vulnerability of communities to food
shortages and strengthens global food
security.

Governments regulate pesticides for many
reasons, but primarily to protect human
health and the environment from risks
associated with pesticide use. Legislation
is one of the tools that countries use to
achieve these objectives, by regulating the
manufacture, registration, importation,
transport, storage, sale, use and disposal of
pesticides.

As the demand for agricultural productivity
grows, the demand for crop protection
grows, creating opportunities for criminal
actors to exploit the complexities of
agricultural supply chains to introduce
unauthorized illicit pesticides' into the
market.

Like many other sectors, such as
pharmaceuticals and consumer products,
internet-based e-commerce platforms
have provided sellers with a new channel
for selling and distributing pesticides.
However, this growth in online sales has
also exposed the sector to new forms of
illicit trade, including counterfeiting,
trafficking in illegal or otherwise banned
products, and sales of pesticides that do not
comply with regulatory requirements.

This situation presents several alarming
problems, starting with the practical reality
that illicit pesticides may not contain

active ingredients or the proper balance

of chemicals necessary for effective crop
protection. When it comes to human safety,
illicit pesticides usually contain toxic,
prohibited or otherwise unsafe chemicals
which present a wide range of risks to
farmers, the applicable land and the broader
ecological systems.

Complicating efforts to stop illicit

trade in pesticides is the fact that they

are increasingly being listed online on
e-commerce platforms? by unlicensed
sellers,® primarily because (i) regulations
that have traditionally been applied to
physical retail sales, such as requiring

valid trade licenses, have not always been
uniformly applied to online sales, (ii)
systemic weaknesses within e-commerce
platforms, such as inadequate due diligence
during the seller onboarding process, makes
it easier for criminals to evade detection.

Consequently, structural vulnerabilities in
e-commerce platforms enable illegitimate
sellers to:
» Offer for sale unregistered pesticide
products and prohibited pesticides.

* Sell counterfeit pesticides or conceal
banned or discontinued pesticides
by labeling them with well-known
brand names of major pesticide
companies, lending them an
appearance of legitimacy.

* Disguise pesticides as herbicides
or organic fertilizers to evade
registration and licensing
requirements.



* Facilitate the diversion of pesticides
from countries where they are legally
permitted to countries where they
are prohibited, bypassing registration
requirements in the country of
intended sale.

Despite the heavy regulations on pesticide
trade, listings of unauthorized, banned

and counterfeit pesticides can be found on
virtually every e-commerce platform. In

an effort to better control such activity, this
report reviews 12 e-commerce platforms,
based on their market size, reputation for
being vulnerable to listings of counterfeits
and other illicit products,* recommendations
by agro-chemical industry experts, or public
evidence of policies or implementation of
measures to mitigate illicit sales of pesticides.
It provides examples of listings of illegal
pesticides and exemplary measures that
some have undertaken to mitigate illicit
trade in pesticides.

Key findings
In summary, the findings indicate that:
» Listings of illicit pesticides are offered
on all the e-commerce platforms

evaluated in this study, despite
platforms having strict policies
addressing or prohibiting the sale of
pesticides. This reveals a troubling
gap between the anti-illicit trade
policies declared by e-commerce
platforms and their practical
enforcement.

* Platforms vary widely in their
approach to compliance with national
laws. Most countries permit the
sale of only those pesticides that are
registered in the ‘country of use’. All
e-commerce platforms evaluated in
this study have limited measures

to verify that pesticides listed on
their platforms are registered in the
country of (intended) use.

* While national regulations may
traditionally mandate that sellers
obtain pesticide dealer licenses for
physical (brick and mortar) sales,
there is little evidence to suggest
that the e-commerce platforms have
tangible measures in place to verify
that their third-party sellers are
compliant with laws requiring valid
licenses to sell the pesticides they list
for sale.

* National regulations typically require
licenses for storage and transport of
pesticides. For those platforms that
do offer logistics services (collection
from buyer, storage or delivery to
seller), there is no publicly available
information indicating that they
have a policy in place for storage and
transportation of pesticides and the
associated license to do so.

* Ongoing contributory facilitation
by e-commerce platforms of illicit
trading in pesticides in violation
of applicable law and repudiation
of their own restrictions, suggests
a role for governments to mandate
strict due diligence measures for
e-commerce platforms.

Evidently, more needs to be done to
eliminate the structural vulnerabilities of
e-commerce platforms that enable illicit
trade in pesticides. In this regard, there are
two meaningful pathways: (i) governments
mandate stricter controls on e-commerce
platforms, and (ii) platforms step up their
own efforts to prevent listings of illicit
pesticides.

*2023_Review_of_Notorious_Markets_for_Counterfeiting_and_Piracy_Notorious_Markets_List_final.pdf

TACKLING THE SALE OF ILLICIT PESTICIDES ON E-COMMERCE PLATFORMS



Recommendations

In an effort to advance progress in

these areas, this report delineates
recommendations for intergovernmental
organizations, national government and
e-commerce platforms.

Intergovernmental organizations

Intergovernmental organizations (IGO) are
in an inimitable position to set standards
and help shape national laws. This presents
an opportunity for them to provide clear,
robust guidance to their Member States,
urging them to adopt rigorous controls

to preclude any and all listings of illicit
pesticides online. The Organization for
Economic Cooperation and Development
(OECD) and the UN Food and Agriculture
Organisation (FAO) are key IGOs that
undertake work on promoting the
sustainable use of pesticides, and both
have acknowledged the proliferation of
e-commerce transactions and the related
problem of the growing sales of illicit
pesticides on e-commerce platforms. In
response, both have produced guidance
useful to assist national governments
establish comprehensive and harmonised
regulations to more effectively address and
mitigate the online sale of illicit pesticides.
However, these agencies can more actively

promote the adaptation of these guidelines
in regulatory frameworks at a national level.

National governments

In recent years, national governments

have shown a growing tendency to hold
e-commerce platforms accountable for
engaging in the trade of illicit pesticides, as
evidenced by cases involving Amazon, eBay,
and Mercado Libre, where fines and other
sanctions were imposed. While these steps
are positive, government prescriptions must
be comprehensive, legally binding and more
clearly directed at e-commerce platforms and
their sellers so that there is no uncertainty

in the requirements and responsibilities for
precluding listings of illegal pesticides.

Specifically, national governments must
modernize regulations that govern every
stage of the pesticide cycle to ensure
application to e-commerce transactions.
Where necessary, laws must be enforced
and/or amended to ensure that e-commerce
platforms, online sellers and buyers abide
by regulations that govern pesticides trade.
Specifically, TRACIT recommends that such
regulations must hold platforms to greater
accountability.

Notably, TRACIT’s key recommendations to
national governments are as follows:

Three Critical Requirements for Controlling Online Pesticide Sales

1. Ensure that sellers have a license: National regulations should require e-commerce

platforms to check pesticide sellers” credentials and verify that pesticide sellers have a

license to trade pesticides.

2. Store such licenses for verification by regulatory authorities: National regulations should
mandate e-commerce platforms to verify and store seller information including dealer
licenses for greater transparency and for recourse in the case of illicit pesticides.

3. Verify that pesticides sold on platforms are registered in the country of use: Most
national regulations require that pesticides sold in the country are registered with the

relevant regulatory authorities. Furthermore, in the case of cross-border transactions,

regulations should require e-commerce platforms to verify registrations or authorization

certificates in the country of import and the country of export ahead of permitting such
transactions. It should be the responsibility of the platform to ensure that any pesticide
placed on its marketplace is registered in the “country of intended use”.



Additionally, TRACIT recommends national
governments to:
* Strengthen enforcement of online
activities.

* Levy penalties on platforms for non-
compliance.

* Make the sale of illicit pesticides
online a consumer protection issue.

* Improve collaboration between
customs and postal services.

* Establish stronger sanctions against
fraudulent sellers.

* Conduct training, awareness raising,
and communication campaigns.

* Create a public registry of licensed
sellers and registered products.

The above is a summary of the list of
recommendations - for greater detail see
page 54.

E-commerce platforms

The absence of mandatory controls
governing online transactions provides an
opportunity for criminals to exploit systemic
weaknesses to sell unauthorized, illegal,
banned and counterfeit pesticides.

E-commerce platforms must be held to a
standard of accountability, especially where
their transactional roles have expanded to
controlling more and more of the transaction
between a buyer and seller including
promoting, consummating, guaranteeing,
financing, storing and shipping the product -
legal and illegal.

TRACIT strongly encourages e-commerce
platforms to swiftly implement the
TRACIT’s Three Critical Requirements
for Controlling Online Pesticide Sales

defending their supply chains from
illicit pesticides. Additionally, TRACIT
recommends that e-commerce platforms:

* Declare a strong public policy against
illicit pesticides and implement such
a policy.

* Implement strong Know your
Customer (KYC) practices.

* Verify product registration and
proper labelling on products ahead of
permitting the listing.

* Verify that buyers have a license to
use pesticides acquired through an
online transaction.

* Proactively remove illicit listings and
reprimand sellers.

* Empower consumers to report illicit
pesticides listings.

* Maintain a database of pesticides
sellers.

* Destroy illegal pesticides in a safe
manner.

The above is a summary of the list of
recommendations - for more details see page

57.

Conclusion

The extensive body of legislation and
regulatory controls governing the trade

of pesticides has not kept pace with the
rapid evolution of e-commerce, and where
regulations do target online sales, they have
not been uniformly applied or enforced. It
is imperative that governments improve
the clarity and applicability of regulations
governing transactions on e-commerce
platforms.
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While numerous e-commerce platforms pharmaceuticals or toys, illustrate that much
have established policies to prevent the sale ~ more can be done by e-commerce platforms

of chemicals, hazardous, or illicit goods to increase their capabilities to mitigate
on their platforms, much more needs to be illicit, illegal activities by ensuring that
done to close the significant gaps between sellers possess the requisite permissions and
publication and adherence of such policies. products possess proper certifications before

Other highly regulated sectors such as they are listed.



I. INTRODUCTION

What are pesticides?

* Pesticides: According to the UN Food and Agriculture Organization, pesticides refer
to insecticides, mineral oils, herbicides, fungicides and bactericides, fungicides, plant
growth regulators, rodenticides and any other substance or mixture of substances
intended for preventing, destroying or controlling any pest.*

* Restricted-use pesticides: Restricts a product’s uses (i.e., it can be used only for specific
purposes on specific plants) and can be purchased by a certified buyer and used only by a
certified applicator or someone under the certified applicator's direct supervision.> They
are not available to the general public for purchase or use.

Pesticides are critical to agricultural productivity

As the global demand for food continues to rise, it is imperative to optimize agricultural
productivity, increase food supply and ensure long-run food security. The proper use of
pesticides is a critical component in modern agriculture, protecting crops from pests and
diseases. This helps farmers maximize crop yields and ensure crop quality, which mitigates
the vulnerability of communities to food shortages and strengthens global food security.

In addition to safeguarding food security and combatting hunger, pesticides® contribute

to wider economic gains in agricultural sectors. By protecting crops and ensuring higher
yields, pesticides enhance agricultural output, which generates revenue, economic growth,
employment opportunities, agricultural innovation, and growth in downstream industries
such as food processing, distribution, and export.

Given the degree of economic complementarity between the demand for food and the
demand for pesticides, it is helpful to understand that the agriculture sector contributes

to approximately 4 percent of global GDP and can account for as much as 25 percent of
national GDP in some agriculture-intensive economies. The sector at large employs close to
27 percent of the global workforce, making it a critical sector in building healthy sustainable
food systems and raising rural incomes.”

TACKLING THE SALE OF ILLICIT PESTICIDES ON E-COMMERCE PLATFORMS
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Pesticides are governed by a unique regulatory framework

According to the FAO’s International Code of Conduct on Pesticide Management (Code of
Conduct), governments regulate pesticides for many reasons, but primarily to protect human
health and the environment from risks associated with pesticide use. This includes protection
of pesticide users, consumers, crops, livestock, wildlife and water bodies. Other important
objectives include ensuring the effectiveness of pesticide products for their proposed use

and safeguarding a fair market for manufacturers, importers and distributors of pesticide
products.

Legislation is one of the tools that countries use to achieve these objectives, by regulating

the manufacture, registration, importation, transport, storage, sale, use and disposal

of pesticides. To safeguard public health most governments have implemented strong
regulatory frameworks governing all phases of the pesticide product lifecycle. This includes
regulations on proper manufacture, handling, transport, storage and sale, use and recycling.®

Integrated Pest —
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Transportation Resistance Use
and Traceability Management Container

Manufacturing Management
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Research and
Development

Management and
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Source: CropLife International https:/ / croplife.org/our-work/promoting-stewardship /



In 2020, the FAO renewed the Code of Conduct, providing standardized guidance to

governments that seek to review, update or design national pesticide legislation. The code

lays down the foundation for sound management of pesticides by encouraging governments

to implement and enforce regulations governing five primary activities:

1.

Registration: Pesticide registration involves a rigorous evaluation by the relevant
national authority ahead of approving the pesticide for sale and use. Approval depends
on scientific data demonstrating product effectiveness and safety for humans, animals,
and the environment.

Import and export: Pesticide laws prohibit the import of pesticides that have not been
registered in the country. In this context, tight control on pesticide imports is aimed at
eliminating non-registered pesticides including counterfeit, substandard or outdated
pesticides, as well as those that are not properly packaged or labelled - which otherwise
are categorized as illicit (see page 10 for definitions).

Licensing: Pesticide laws require that all persons or businesses that manufacture,
import, export, formulate, pack, re-pack, distribute, store or sell a pesticide be in
possession of a valid license issued by the responsible national authority. The purpose
of licensing is significantly different from registration (Point 1, above). Registration is a
review process of pesticides while licensing is a review of the person, business or other
entity to determine the suitability to deal with already registered pesticides. Different
types of mandatory licenses include:

i. Licensing for manufacture and formulation of pesticides.
ii. Licensing for storage of pesticides.

iii. Licensing for sale of pesticides.

iv. Licensing of retail pesticide shops.

Packaging and labeling: Pesticides regulations specify technical requirements for
safe pesticide packaging and labelling during the registration process. Some countries
prohibit the import, transportation, distribution or sale of pesticides unless it is
packaged and labeled in compliance with national laws.

Storage and transport: Pesticide storage and transport is regulated in line with general
standards for hazardous substances or under chemicals legislation. Requirements
typically include separation from consumables, ventilation, security, and emergency
equipment.

TACKLING THE SALE OF ILLICIT PESTICIDES ON E-COMMERCE PLATFORMS
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2. UNDERSTANDING THE ANATOMY OF ILLICIT

TRADE IN PESTICIDES

What are illicit pesticides?

Ilicit or illegal pesticides include a broad group of illegal, unregistered or otherwise
unauthorized products. The Organization for Economic Cooperation and Development
(OECD)" describes an illicit pesticide as any product that is not legal in the country where
it is “placed on the market.” Illicit pesticides include:

* Counterfeit and fake pesticides: Illegal copies of a branded, legitimate pesticide.
Counterfeit or fake pesticides are characterized by high-quality fake branding and
packaging and may therefore be difficult to distinguish from a legal product.

* Unauthorized pesticides: Those that are not authorized for use by regulatory authorities
in the country in which they are “being placed on the market.” In most countries,
pesticides must be registered by a national government agency, which ensures they
meet local regulations aimed at ensuring their proper use including the safety standards,
environmental regulations, food quality compliance, and labelling requirements.

* Obsolete pesticides: Pesticide products that are no longer authorized or fit to purpose.
Pesticides become obsolete for reasons including product deterioration or degradation,
deterioration of the packaging and label, deregistration of the product - due to harmful
health or environmental effects.

Ilicit trade across a wide range of product sectors has increased significantly over the last
two decades, driven by trends in globalization, international trade, and increasingly far-
reaching supply chains. There has been, for example, a marked growth in falsified and
substandard pharmaceuticals, alcohol and tobacco smuggling, illicit trade in endangered
species and counterfeiting of virtually every consumer product from electronics to
footwear.

Among the sectors that have become increasingly vulnerable to illicit trade is pesticides.
As the demand for agricultural productivity grows, the demand for crop protection grows,
creating opportunities for criminal actors to exploit the complexities of agricultural supply
chains to introduce unauthorized illicit pesticides into the market.

This situation presents several alarming problems, starting with the practical reality that
illicit pesticides may not contain active ingredients or the proper balance of chemicals
necessary for effective crop protection. When it comes to human safety, illicit pesticides
usually contain toxic, prohibited or otherwise unsafe chemicals which present a wide range
of risks to farmers, the applicable land and the broader ecological systems.



The scale of illicit pesticides

Understanding the potential harms associated with illicit pesticides starts with
understanding the size and scope of its illegal market. In 2020, the Organization for
Economic Cooperation and Development (OECD) reported that the global trade in illicit
pesticides has been steadily growing."

The share of illegal pesticides on the global market ranges from 10 percent to as much as 25
percent.’? In monetary terms, global revenues associated with the trade of illegal pesticides
are estimated between USD 8 to 20 billion per year."?

In Europe, for example, the European Union Intellectual Property Office (EUIPO) estimates
that counterfeit pesticides equal about 14 percent (about EUR 1.3 billion) of the EU market.™
This is consistent with the European Commission’s (Directorate-General for Health and Food
Safety, DG SANTE) estimate that illicit pesticides account for approximately 10 percent of the
EU market.” In developing countries, the OECD estimates that illegal pesticides can account
for a much larger share because regulatory and enforcement capacities are generally more
limited.'® For example,

* InKenya, illegal pesticides represent as much as 20 percent of the market,'” and
the government reported losing Sh120 billion (USD 1.2 billion) in revenue from
unregistered and counterfeit pesticides. Staggering estimates in Africa suggest that
illegal pesticides can make up to 80% of the market.”® In India, the Indian Chambers
of Commerce and Industries [FICCI], reported that the market for spurious/
counterfeit pesticides is to the extent of 25% by value and 30% by volume in the
country.”

The OECD also notes that current estimates of illicit pesticides trade are based on scattered
data (e.g. collected during control and investigation) and vary widely, as is the case for all
sectors affected by illicit activities. Another challenge to measuring the full impact arises
from the fact that the discovery of illegal pesticides is not always declared, as authorities may
prefer to deal discreetly and directly with the concerned parties. One explanation for this
approach is the desire to avoid reputational consequences and legal repercussions associated
with the distribution and use of such pesticides.’

|2'I

Operation Silver Axe VII

The Operation, coordinated by m ' o - OPERATION -
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32 countries (all EU Member States 2 040 t

and 5 third-party countries). The o7 Hieg ides se f

European Union Intellectual Property This means nearly 7 000 tonnes

Office (EUIPO), the European Anti- e S S A

Fraud Office (OLAF), the European

Commission’s Directorate-General for Health and Food Safety (DG SANTE), CropLife
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the import and use of illegal pesticides to/in the EU. It led to 21 arrests, the seizure of
2040 tons of illegal and counterfeit pesticides. During the operation, law enforcement
authorities identified criminal trends in plant protection products emerging on the

EU black market. These trends include the sale of counterfeits, banned products and
unregulated imports - both online and offline. The participating authorities carried
out inspections at land and sea borders, inland marketplaces, parcel service providers
and online marketplaces. Cases of abuse in the trade of illegal pesticides range from
trafficking counterfeit or mislabeled products to the irregular import of banned
substances. While Asia and South Asia remain the primary source regions for illegal
pesticides, much of the production and finishing takes place in the EU.*? In addition to
border checks, law enforcement authorities have also been monitoring online sales of
pesticides. Over the years, there is also an increase in the seizures of smaller shipments
(up to 10 liters/kilograms).”? Operation Silver Axe began in 2012 to target illegal trade
of pesticides, since its launch almost 7,000 tons of illegal pesticides have been seized.*

lllegal pesticides present health, safety and environmental risks

According to the OECD, pesticides present a range of alarming threats to food supply, land
integrity and farmer health.” This is because pesticides are essentially chemical compounds
that can be dangerous if not handled properly. For these reasons, only products that are
registered with government authorities are considered to be eligible for sale.

Illicit pesticides present several risks, including:

* Health and safety risks. Illicit pesticides can have a broad range of negative
impacts on human health primarily because of the unknown nature of the chemical
composition that criminals may have used. In particular, the unknown concentration
of active substances or the type and concentration of co-formulants may trigger
effects on human health such as eye and skin irritation, skin sensitization, or long-
term effects such as neuronal disorders. Farmers and handlers of illicit pesticides,
including delivery/ transport operators, are particularly vulnerable to these risks. It
is for these reasons that registered pesticides are subject to rigorous testing to ensure
that a product does not present unacceptable health risks to humans.

* Environmental risks. Illicit pesticides are counterproductive to initiatives of
sustainable agriculture. Undeclared active ingredients in counterfeit and illegal
products can leave unacceptable residues on produce, rendering crops unfit for
market. Unregistered pesticides can also cause a range of direct environmental effects,
including air pollution, contamination of ground water and riparian systems, soil and
wildlife.?/%

* Social and economic risks. Farmers face a significant economic risk from using
illicit pesticides. Ineffective illicit pesticides do not deliver adequate pest control,
resulting in potential crop failure or crop damage. This increases costs to farmers and
reduces revenue yields. Illicit pesticides also undermine the value of legitimate crop
protection products on sustainable development, global stability and security of food
supply.® Lost GDP, employment and taxes exacerbate budget deficits and preclude



government resource mobilization, especially in agriculture-based developing
countries. Governments and legitimate crop protection companies also end up
spending more time and resources on enforcement-related activities to clear markets
of illicit products.”’

Understanding the connection to organized crime and corruption

Criminals have entered the crop protection market in pursuit of illegal profits, especially
in developing countries where regulation and enforcement

are weak. The fact that organized criminal groups are “Attractive profit margins
actively involved in the manufacture and distribution of illicit in the illicit pesticides
pesticides was documented in a report by the United Nations trade also contribute to
Interregional Crime and Justice Research Institute (UNICRI), conspiracy and corruption
which explained that OCGs exploited loopholes in regulatory of responsible authorities in
oversight and insufficient deterrent penalties.* law enforcement, custons,

company staff and those
in charge of pesticide
procurement.”

Moreover, Europol reports that the trade in illegal and
counterfeit pesticides is organized by highly sophisticated
criminal networks and they have developed complex global
supply chains to camouflage their activities.’ - UNICRI, 2016

Threat to sustainable development

Ilicit pesticides pose significant threats to the achievement of the UN Sustainable
Development Goals (SDGs) due to their adverse impacts on several interconnected
dimensions.* Notably, illegal pesticides jeopardize:

* Goal 1 (No Poverty) and Goal 8 (Decent Work and Economic Growth), as farmers
lose their livelihood from the use of ineffective pesticides on crops, governments lose
revenues from taxes and exports, and businesses are faced with unfair competition
from low-cost substandard product.

* Goal 2 (Zero Hunger), as they can contaminate food crops, leading to crop
destruction. This not only undermines food security but also hampers efforts to
eradicate hunger and malnutrition.

* Goal 3 (Good Health and Well-being), as their toxic ingredients can cause acute and
chronic health issues for farmers, farm workers, and communities exposed to these
illegal unauthorized chemicals.

* Goal 12 (Responsible Consumption and Production), as they promote the use of
unregulated and harmful substances, contradicting efforts to promote sustainable and
environmentally friendly practices.

* Goal 6 (Clean Water), Goal 14 (Life Below Water) and 15 (Life on Land) as their use
can harm ecosystems, contaminate water sources, and negatively impact biodiversity
and soil health.

TACKLING THE SALE OF ILLICIT PESTICIDES ON E-COMMERCE PLATFORMS
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3. SALE OF ILLICIT PESTICIDES ON E-COMMERCE

PLATFORMS

As explained in the previous chapter, there has been a significant increase in the sale of
illegal pesticides, including sales facilitated through internet-based channels.

Like many other sectors, such as pharmaceuticals and consumer products, internet-

based e-commerce platforms® have provided sellers* with a new channel for selling and
distributing illegal pesticides. Online sales are growing steadily, enabling the sector to
expand product offerings and sales, but also exposing the sector to new forms of illicit trade.

In fact, illicit unregistered pesticides are increasingly being listed online by unlicensed
sellers. This is trend is primarily because (i) regulations that have traditionally been

applied to physical retail sales, such as requiring valid trade licenses, have not always been
uniformly applied to govern online sales, (ii) systemic weaknesses within e-commerce
platforms,” such as inadequate due diligence during the seller onboarding process, makes it
easier for criminals to evade detection.

Consequently, structural vulnerabilities in e-commerce platforms enable illegitimate
sellers to:

* Offer for sale unregistered pesticide products and prohibited pesticides.

* Sell counterfeit pesticides or conceal banned or discontinued pesticides by labeling
them with well-known brand names of major pesticide companies, lending them an
appearance of legitimacy.

* Disguise pesticides as herbicides or organic fertilizers to evade registration and
licensing requirements.

* Facilitate the diversion of pesticides from countries where they are legally permitted
to countries where they are prohibited, bypassing registration requirements in the
country of intended sale.



Case study: Sale of Highly Hazardous Pesticides online

Most countries have banned the sale of Highly Hazardous Pesticides (HHPs) or (in
exceptional circumstances) require special permissions and licenses to trade and

use them. However, illegal online channels are enabling newfound, easy access to
HHPs. A common tactic is to list for sale a banned HHP and block the image or

name of the product to conceal the toxicity. Another tactic is to present misleading
product descriptions that lack indication of the hazardous properties of these banned
pesticides. Some online sales descriptions have even falsely asserted that the HHP
(such as paraquat) is ecologically safe or that it is “suitable for home garden use.”*
An investigation by Pesticide Action Network Asia and the Pacific (PANAP) revealed
that “banned HHPs paraquat, endosulfan, and profenophos are being sold through
e-commerce platforms such as Shopee and Lazada.”?” Evidently, the simple tactics to
mask illicit pesticides under brand names of major agrochemical companies with fake
labels, logos and designs was sufficient for the sellers to operate without impunity

by the platforms. Further, PANAP reported that, “sellers of banned HHPs employ
various marketing strategies on e-commerce platforms, offering special deals such

as free shipping, discounts, rebates, and cashback vouchers.”* The simple tactics to
mask illicit pesticides under brand names of major agrochemical companies or by
using fake labels, logos and designs sufficiently enables sellers to operate without
impunity by the platforms.

Enablers of illicit pesticides online

The factors that enable the sale of illicit pesticides in traditional physical retail settings, (i.e.,
bricks and mortar) are all relevant to online sales. The primary difference, however, is that
existing regulations that apply to physical retail have not yet been uniformly applied to
online sales. These regulatory gaps create avenues for criminals to evade controls and list
illicit pesticides online.

Consequently, enforcement officials may not have the:
* Necessary regulatory authority to apply sanctions to online sales.

* Capacity to monitor the large volume of e-commerce sales.
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System weaknesses in e-commerce platforms along with the determined efforts

of criminals to evade scrutiny and detection, have exacerbated the problem. The
lack of sufficient policies and procedures to verify the seller licenses and product
registrations and to conduct the necessary vetting of sellers during the onboarding
process are vulnerabilities across multiple e-commerce platforms.

Consequently, platforms often do not:

* Require or verify that sellers possess valid licenses for domestic or cross-
border sales.

* Require or verify that products are allowed to be sold in the country of use.

* Verify the authenticity of products offered online.

The following section delineates the main factors that facilitate the sale of illicit pesticides on
e-commerce platforms:

Limited enforcement of regulations to online channels

* Existing regulatory controls have not been uniformly applied to online sales.
Traditionally, regulators have established practices that allow them to monitor
transactions to ensure compliance with regulatory controls, such as validating
dealer licenses, ensuring that products are properly registered and meet labeling
requirements. Despite the increasing migration of commercial transactions to online
outlets, similar control measures have not been uniformly or effectively applied to
many online sales channels. This could be for multiple reasons:

o Current legislation or regulations have not been amended or updated to include
e-commerce platforms.

o Regulatory agencies have not been mandated to apply controls to online
markets.

o Limited awareness by regulators regarding the extent of online illicit pesticide
transactions.

o Insufficient manpower or resources to monitor the large volumes of online
transactions.



Case study: Singapore

In Singapore, the Singapore Food Agency primarily regulates the use of pesticides
on plants that are cultivated for agricultural purposes. The Control of Plants Act
and Control of Plants (Registration of Pesticides) Rules (CPRR) set out requirements
concerning the import, sale, and use of pesticides for agricultural purposes in
Singapore:

* Anyone who wishes to manufacture, import, distribute, supply, or sell any
pesticide must first register the pesticide with the Director-General of Plant
Health. No pesticide can be distributed, sold, exposed, or offered for sale
unless it has been registered.

* No pesticide can be used in the cultivation of any plant unless it is registered
with the Director-General of Plant Health, and the person utilizing the
pesticide is a ‘pesticide operator’, or the use is supervised by a certified
pesticide operator.

¢ If labelling requirements on the pesticide’s container are not met, the Director-
General can reject the application for the registration or cancel the registration
of that pesticide.
Despite a strong regulatory framework, enforcement on e-commerce platforms is
lacking. Industry experts report sales of illicit pesticides on AliExpress, Lazada,
Amazon and Shopee, which can be purchased by consumers in Singapore from
sellers in China, where such products have not been registered for import, sale or use
in Singapore.

Limited controls and due diligence by e-commerce platforms

In the absence of explicit legal requirements or regulatory enforcement, platforms may or
may not voluntarily apply controls sufficient enough to deter listings of illicit pesticides.

* A platform may not be required by regulation to implement control measures. In
some jurisdictions, platforms have not been explicitly required to regulate the sale of
pesticides in the same manner that governs offline transactions. In the absence of a
legal requirement to control pesticide sales online, platforms may not feel obligated to
apply voluntary control measures - in which case fraudulent sellers are free to exploit
the system with little risk of exposure and virtually no risk of punishment or penalty.
This is largely the current situation.

* A platform may not enforce voluntary control measures included in its terms
of service. A platform may announce that it restricts the sale of illicit, illegal
or otherwise restricted products. However, such policies may not always be
systematically implemented, permitting sellers to continue to trade in illicit products.
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For example:

o While Lazada’s seller policies prohibit the sale of “toxic chemicals,” illicit
pesticides continue to be found on their platforms.

o Shopee’s seller policies across several jurisdictions bans the sale of pesticides
on its platforms.* However, weak monitoring and enforcement of such policy
enables sellers to list illicit pesticides.

A platform may not have a robust due diligence process in place. Even where
regulations have been applied or where platform terms of service ban illicit listings,
limited screening, verification and other compliance controls enable illicit sellers to
conceal identities or list illicit pesticides. Many e-commerce platforms do not conduct
adequate Know Your Customer (KYC) protocols, a process designed to strengthen
due diligence across industries. Furthermore, even those with robust KYC policies

in place may not effectively implement them. This leaves room for sellers to avoid a
platform’s security controls by creating multiple accounts or using false identities to
sell illegal pesticides.

A platform may not have licensing requirements/proof. One of the key factors
enabling the sale of illegal pesticides online is the absence of requirements for sellers
to authenticate their license to trade in pesticides. E-commerce platforms generally do
not require or verify if sellers of pesticides have a license to trade.

A platform may not coordinate with pesticides regulators. The absence of
coordination between platforms and regulators can lead to a lack of accountability,
making it easier for the sale of illegal pesticides. Furthermore, the global nature

of e-commerce platforms means that illicit pesticides can be sold across borders,
making it even more difficult for regulatory authorities to enforce regulations without
cooperation with e-commerce platforms.



4. EXAMPLES OF ILLICIT PESTICIDES SOLD ON
E-COMMERCE PLATFORMS

Despite government sanctions on the sale of illicit pesticides, these products can be found
everywhere. Recently, in response to the surge in online sales, regulatory authorities are
intensifying efforts to monitor and prosecute e-commerce platforms. This report reviews 12
e-commerce platforms, based on their market size, reputation for being vulnerable to listings
of counterfeits and other illicit products,* recommendations by agro-chemical industry
experts, or public evidence of policies or implementation of measures to mitigate illicit sales
of pesticides. It provides examples of listings of illegal pesticides and exemplary measures
that some have undertaken to mitigate illicit trade in pesticides.

Alibaba

Ilicit pesticides and active ingredients, some of which are banned for use in many countries
are found for sale on Alibaba.

* Orders received by customers in EU and non-EU countries were counterfeit pesticides
with logos belonging to well-known brands. This includes listings for “integrated
packages” which include customized formulation using active ingredients,
personalized packaging and graphics including logos (see image below).

* Sellers on Alibaba supply active ingredients that are used to produce counterfeit
pesticides. Further, some of these illicit listings were also from “Verified Suppliers”
(i.e. the sellers’ identity has been verified by Alibaba).

* Sellers have used forged documents or have mis-declared banned pesticides as “cat
litter” or “detergent’; or falsely declared as fertilizers under the wrong tariff heading
to avail higher rate of export. Since, Alibaba offers global shipping to more than 200
countries and offers premium services for delivery under 5 days, illicit pesticides can
reach foreign jurisdictions where the pesticides/active ingredients may be banned or
under restricted use.

* Analysis of documents retrieved from seizures of illegal pesticides in several
countries revealed that these products were traced back to identifiable sellers on
Alibaba, with origins pointing to China.

o Illicit products seized in warehouses in EU were traced back to sellers on
Alibaba.

o EU Customs authorities made substantial seizures of shipments, encompassing
packages that contained active ingredients and fully formulated illegal
pesticides. In a separate but coordinated strategy, sellers shipped bottles and
labels to be assembled at the final destination, a tactic devised to bypass customs
scrutiny and detection. The fake bottles are designed to look like bottles of well-
known brands.

*2023_Review_of_Notorious_Markets_for_Counterfeiting_and_Piracy_Notorious_Markets_List_final.pdf
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o Illicit pesticides and active ingredients are routed from China to Singapore or
Uruguay deliberately concealing their true origin and subsequently channeled
through complex routes to reach various destination countries worldwide.
Another modus operandi is for the consignment of illicit pesticides to enter
Singapore, and subsequently the paperwork is changed, making it look like the
products are manufactured by a local company and thereafter exported globally.
Multiple companies are established within this network, allowing them to evade
detection or to seamlessly continue operations under a different entity if one
company faces prosecution. Furthermore, these networks set up ‘collaborators’
in the destination countries and to extend their reach into foreign domestic
markets, sometimes with support from (corrupt) local law enforcement. Even in
the absence of complicit law enforcement, authorities face resource constraints
that hinder their ability to extend investigations, verify documentation,
scrutinize sellers, or access historical import/export data, creating a conducive
environment to trade in illicit pesticides.
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Amazon US

In the past, Amazon entered into settlements with regulators to resolve the sales of illicit
pesticides that were available its stores.

* Between 2013-2018, the US Environment Protection Agency (EPA) charged Amazon
for committing almost 4,000 violations of laws prohibiting the sale of certain
pesticides in the US and fined Amazon USD 1.2 million.*/*! Many of those products
were intentionally mislabeled by third-party sellers and imported from other
countries without proper authorization.*® As part of a settlement with the EPA,
Amazon agreed to create an e-learning module on federal pesticide regulations and
required all vendors selling pesticides on its platform to score higher than 80 percent
on its quiz.®

* In June 2020, the EPA ordered Amazon to remove more than 30 illegal pesticides
listing that were available for sale on Amazon, including one that was tagged as
“Amazon’s Choice,” the company’s recommendation tag for preferred suppliers.*

* InJanuary 2021, the EPA added a further 70 products to the June 2020 Stop-Order
list. It required Amazon to stop selling illegal pesticides noting that they pose “a
significant and immediate health risk to consumers, children, pets, and others
exposed to the products.”*

* Amazon was also fined USD 2.5 million in December 2021 as part of a settlement with
the Washington state Attorney General for selling illicit pesticides that were highly
toxic and restricted for use.*

* The California Department of Pesticide Regulation (DPR) fined Amazon
approximately USD 5 million for selling illegal pesticides. The DPR noted that it is
especially critical for companies such as Amazon to comply with pesticide laws -
especially with the reach and influence the company has on consumers.”” Among the
multiple violations registered by the DPR, one was that Amazon failed to hold a valid
pesticide broker’s license, which is a requirement under state law.*

EPA pesticide enforcement officer, displays ane of the banned pesticides
that Amazon was selling online prior to 2018, Source.

httpsfwww seartletimes.com fbusiness/amaron/epn -again-orders-
amazan-to-stop-selling-tlegal-pesticides/
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* Since the EPA fines and court orders, Amazon has been putting in place better
systems to proactively remove illicit pesticides listings on its US and UK-based
platforms. Consequently, there are fewer and fewer illegal listings. However, there
is evidence of pesticides being shipped to jurisdictions where they are not registered
for sale or use. At this point a “legal” listings becomes “illegal”. Additionally, on
Amazon’s India platform, there are listings of illicit pesticides including counterfeit
pesticides and it is unclear whether sellers have a license to trade.

The screenshot below is taken from an illicit pesticide listing on Amazon.com. The brand
name is a trademark that belongs to a well-known crop protection company. The customer
reviews below note that the product is not effective - indicating that it is counterfeit.
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Bonanza

The EPA issued a stop order to marketplace Bonanza to halt the sales of several imported
illicit pesticides. The order noted that none of the pesticides were registered for sale in the US
and they contained false or misleading claims on their labelling.*



eBay US

In September 2023, the US Government filed a civil complaint against eBay claiming that
eBay distributed over 23,000 illicit (i.e. restricted or mislabeled pesticides) since 2016. The
complaint noted that despite the EPA’s Stop Sale, Use, or Removal Order (SSURO) in 2020
and subsequently in 2021, “eBay continued to list and sell numerous pesticides that were
unregistered, misbranded, or classified as restricted use.” In its complaint, the Government
alleges that:

* eBay’s “involvement in the transaction guides, encourages, and controls every step of
the interaction between a buyer and a merchant. In sum, eBay.com is far more than
an internet venue that connects purchasers and merchants - it also actively promotes,
controls, consummates, and guarantees the transaction.”*

* Inaninvestigation led by EPA, neither eBay nor the seller that listed a “Restricted
Use Pesticide” on its platform verified that the buyer of the product was “purchasing
the product for application by certified pesticide applicator”.

* EPA is now holding eBay liable for selling unregistered, restricted and mislabeled
pesticides. For example, “‘Miraculous Insecticide Chalk” which was available for sale
on the platform, is an “unregistered pesticide product with unknown ingredients
that appears like ordinary blackboard chalk” when unpackaged. Samples analyzed
have contained the insecticides deltamethrin and cypermethrin, both of which can
cause serious harm to those exposed via multiple routes, including by touch (dermal),
inhalation, and ingestion.” Another product named Sniper, which has the active
ingredient ‘dichlorvos” (DDVP), is a highly restricted product. However, more than
10 units were available for sale and more than 18 had been sold as of September 2021.
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Lazada

Lazada is a platform that operates in Indonesia, Malaysia, the Philippines, Singapore,
Thailand and Vietnam. Online listings of illicit pesticides that were unregistered, contained
banned substances, or had misleading labels have been found as recently as August 2023.>
Among the deceptive tactics, sellers on Lazada use include false labelling and declaration to
circumvent scrutiny by the platform.>

WHOLESALE PLATINUM INSECTICIDE
PESTICIDE PLATINUM SUNDEP 505C 1Liter
and 500ml POTENTIC INSECTICIDE
PESTICIDE POWERFUL PEST
EXTERMINATION CONTACT AGRICULTURAL
FERTILIZER ZPT TANI

Image sourced from listings on Lozada in August 2023: Product

unregistered and contains no active ingredient.

Mercado Libre

There are reported instances of Mercado Libre’s online platform acting like a “tele-sales”
point that advertises illegal pesticides that are not registered for use.>* In 2018, Mercado
Libre was fined by the Brazilian Institute of Environment and Renewable Natural Resources
(IBAMA) for USD 8,000 and the Ministry of Agriculture, Livestock and Supply (MAPA) for
the amount of USD 200 “for the alleged breach of environmental laws” by sellers offering
illicit pesticides on the platform.®

In the aftermath of Operation Webcida in 2018, where investigators discovered large
quantities of illicit pesticides listings on Mercado Libre and other e-commerce platforms,
Mercado Libre was sanctioned by the Public Ministry of Parana (Curitiba, Brazil) to prohibit
the platform from selling illicit pesticides.

Made in China

Made in China is another Chinese e-commerce platform where sellers use the same tactics

as with Alibaba to trade illicit pesticides. Pesticides are falsely declared as insecticides or
organic products, but they contain banned active ingredients. Also similar to the situation at
Alibaba, sellers on Made in China offer “Integrated packaging” which allows for customized
formulation and customized packaging and graphics including logos, and they ship illicit
pesticides and active ingredients globally. Below is an example of a ‘Gold Member” and
‘audited’ seller on the platform selling counterfeit pesticides. The product contains active
ingredient ‘thiamethoxam” which is banned in the EU. In a separate incident, this product
was shipped to the EU and stopped by local Customs.
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Meta (WhatsApp, Instagram and Facebook)

In addition to e-commerce platforms, the UN Environment Program (UNEP) notes that
criminals are increasingly using social media channels to advertise the sale of illicit
pesticides.” For example, illicit pesticides are advertised through network “Stories” on
Instagram. These advertisements are difficult to detect and take down because they appear
to users for only 24 hours. Furthermore, on Facebook, criminals are increasingly using
Facebook groups to list offers for illicit pesticides. Often, initial contact is made between
seller and buyer through Facebook groups, after which the parties continue discussions on
WhatsApp or WeChat to complete the sale process. This adds to the complexity of detecting
illegal content and its removal.

* The images below demonstrate a Facebook user who offered illicit pesticides for
sale and is willing to customize labels and / or produce counterfeit labels. The
conversation is subsequently moved to WhatsApp or WeChat. The comments to the
Facebook post are from their potential clients. Eventually, the user was traced to a
company that habitually deals with illicit pesticides, located in Shijiazhuang City,
China.
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Source: Screenshots taken from Facebook, in October 2023.

* The image below shows a pesticides seller in India putting up for wholesale and
discounted prices of paraquat on Instagram. The seller has not requested a license
from the buyer as a prerequisite for sale. The Indian Insecticides Act of 1968 permits
paraquat only to be sold to licensed users who have completed a training to use the
product as it falls under the category of restricted-use pesticides in India.
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Screenshot of a post on Instagram selling restricted-use pesticide Paraquat, March 2024

26 TRACIT.ORG



Nexles

Nexles is an e-commerce platform dedicated to the sale and distribution of pest control
products. It is headquartered in Romania and operates multiple platforms servicing several
national markets. However, pesticides that are registered for sale in Romania are sold to
users in other EU and Non-EU countries where the product may not be registered, may not
conform to local labeling requirements, or may be banned for use. For example:

rodenticide (I
kg

i —

M — ]

Order request: France

Buyer: French citizen

Product delivered: Product labeled
in Romanian language.

TACKLING THE SALE OF ILLICIT PESTICIDES ON E-COMMERCE PLATFORMS 27/



28

OLX Group

OLX operates a consumer-to-consumer (C2C) marketplace. Despite this, numerous
businesses and individuals are observed leveraging OLX for frequent trading activities,
which runs counter to the intended business model of OLX. Within this framework, private
sector investigators have uncovered multiple instances where individuals, recruited by
nationals from Serbia, Bulgaria, or Ukraine, source products from Ukraine, where laws are
lax, to sell illicit pesticides via OLX. These individuals easily cross borders to source their
products that they can sell on OLX, exploiting the perception of transporting only "small"
quantities. These small quantities can accumulate significantly when transported multiple
times a day. Moreover, substantial amounts are being concealed within vehicles, for example,
hidden under trucks or buses, reaching up to 100 kg per day (e.g., at the Bulgaria-Greece
border crossing of Kulata-Promachonas). Another critical point of interest is the Bulgaria-
Turkey border at Kapitan Andreevo, which stands as the largest road border crossing with
Turkey.

The image below is from a screenshot of a suspicious listing on OLX Romania featuring a
counterfeit version of well-known brand’s product offered at prices 50% lower than market
value. Numerous such listings exist, where sellers smuggle from Turkey a product named
‘Canprim’ with the active ingredient ‘Metalaxil’, which is banned in EU at an attractively
low price. They then use Camprim to refill stolen empty packages of the well-known brand,
presenting it as legitimate pesticides that is sold online permitting them to eventually
introduce a banned pesticides to the EU market.
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Shopee

Shopee has been found to offer for sale illicit pesticides, including banned pesticides.
Investigations by Pesticide Action Network Asia Pacific (PANAP) revealed listings of banned
pesticides such as paraquat, endosulfan, and profesnophos.®
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Screenshot from Shopee Mofoysia’s website in August
2023; Sale of banned paraguat
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Screenshots of a search result using Google for Shopee Malaysia selling Paraquat, March 2024
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Tokopedia:

In 2020, several vendors were found selling pesticides on Tokopedia that were deceptively
mis-labeled as "herbal" and "organic". The illicit pesticides contained incorrect or no active
ingredient and high levels of dangerous chemicals that are were not approved for use in
Indonesia. Moreover, they were not properly registered.”® Furthermore, several listings of
endosulfan, a banned pesticide, is available on Tokopedia for sale in Indonesia.
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Screenshot of listings on Tokopedia - Product unregistered containing no active ingredients, August 2023
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Screenshot of listings selling banned endosulfan on Tokopedia, March 2024
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5. EFFORTS BY PLATFORMS TO PREVENT THE SALE
OF ILLICIT PESTICIDES

With increasing public concern over the widespread availability of illicit and fake products
online, along with mounting pressure for the imposition of regulatory controls, some
e-commerce platforms have undertaken “voluntary” measures to prevent and remove bad
listings and sellers. However, evidenced by the continuing presence of illicit pesticides
available online —as described in Chapter 4 — the effectiveness of such measures is mixed.

As long as illegal product listings appear online, more needs to be done to eliminate the
structural vulnerabilities of e-commerce platforms that enable illicit trade in pesticides. In
this regard, there are two meaningful pathways: (i) governments mandate stricter controls on
e-commerce platforms, and (ii) platforms step up their own efforts to prevent listings of illicit
pesticides.

In order to determine the extent to which platforms need to improve their own capabilities
and efforts to prevent listing of illicit pesticides, this chapter explores the measures and
actions undertaken by platforms across five categories. The information was gathered from
direct interviews with e-commerce platforms, information exchanges or publicly available
sources (e.g., a platform’s publicly available Terms of Service available online).
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Platform policies and measures to prevent sale of illicit
pesticides

The table below delineates the set of questions passed to each e-commerce platform that has
agreed to participate in the research.

Policies on
pesticides
restrictions

Policies on
pesticide
registration

Licensing
requirements
for sellers

Storage and
transport and
of pesticides

Engagement
with
authorities
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E-commerce platforms

Policies on
pesticides
restrictions

Policies on
pesticide
registration

Licensing
requirements
for sellers

Storage and
transport and
of pesticides

Engagement
with
authorities
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Assessment

This section is designed to better understand whether measures undertaken by e-commerce
platforms have been sufficient to prevent listings of illegal pesticides.

The assessment is partially based on publicly available resources including published
platform policies, open media articles, cases and news articles. In order to improve the
understanding of gaps between control policies and the persistence of illicit listings,
platforms were contacted directly and information was requested on policies on pesticides
sales restrictions, registration and licensing requirements, treatment of storage and
transportation, and measures to engage with regulatory authorities. While most platforms
were forthcoming with information, responses to information requests usually consisted of
sharing passive links to publicly available policies available on their websites. Since these
policies alone offer little insight into compliance, verification and enforcement measures and
mechanisms, significant gaps in understanding remain:

* On one hand, these policies contain measures that completely prohibit the sale of
pesticides on their platforms or prohibit unregistered, restricted-use or banned
pesticides.

* Yet, there persists a noticeable inconsistency between these policy requirements and
the continued availability of such products on their platforms.

Consequently, our findings suggested that in addition to evaluating the measures
undertaken by platforms to regulate the sale of pesticides, there also needs to be an
assessment of whether the platforms - when they engage in facilitating the transaction - are
abiding by laws governing the sale, storage and transportation of pesticides, especially illegal
versions.

Naturally, the degree of success of platform policies and efforts would be a useful
determinant for whether mandatory regulations need to be applied and whether penalties
for non-compliance should be imposed. An important consideration in determining the
responsibility of platforms in the sale of pesticides is their role in the commercial transaction.
For instance, in the September 2023 complaint against eBay, the US government took the
position that the “platform’s involvement in the transaction guides, encourages, and controls every
step of the interaction between a buyer and a merchant. In sum, eBay.com is far more than an internet
venue that connects purchasers and merchants - it also actively promotes, controls, consummates, and
Quarantees the transaction.”*

This view underscores the need for a reevaluation of the role of these platforms in the
transactions they facilitate, as well as the need for more robust regulatory frameworks to
ensure compliance with local laws that govern pesticides.
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Policies on pesticides’ sales restrictions

As indicated in the table above, all platforms assessed in this study have strict policies
addressing the sale of pesticides.

* Amazon has stepped up its measures to prevent offerings of illicit pesticides by third
party sellers since it was fined and issued a stop order by the EPA and by various US
state governments. Since then, Amazon US allows pesticides to be sold on its platform
only by US residents that are eligible per national law to list pesticide products.
Furthermore, these sellers are required to complete training requirements before
being allowed to list products on Amazon's US store. Amazon also clearly states
that pesticides not intended for sale in the US are banned from the platform; and
restricted-use pesticides, which are not available for purchase or use by the general
public are also banned. EPA reports that since the fines and stop orders, far fewer
illegal pesticides and disinfectants have found their way onto the platform. EPA also
noted that Amazon is “a better place than any other e-commerce site out there.””

* Some have imposed a blanket restriction prohibiting the listing of pesticides of any
type. Lazada more broadly prohibits the sale of “toxic chemicals” on its platform,
which includes pesticides. Sellers on Shopee are prohibited from selling unregistered
or illegal pesticides in all regions where the platform operates. Nonetheless, listings
of illicit pesticides continue to be offered on both these platforms, conveying that
policies are not being sufficiently enforced.

* Mercado Libre (ML) also has a specific policy that governs the offering of pesticides,
which should practically prohibit listings of illicit pesticides. ML’s “Pesticides and
Substances” policy only permits the sale of pesticides that comply with all relevant
laws and regulations, including those governing pesticide registration, labeling, and
usage.” It explicitly bans the sale of unregistered, banned pesticides per national
regulations.”

* Weixin (known as WeChat) has been described by as China's "app for everything"
because of its wide range of functions, including text messaging, hold-to-talk voice
messaging, broadcast (one-to-many) messaging, and video conferencing.® These
services are vulnerable to exploitation by criminal sellers aiming to establish sales
networks with WeChat clients or to use messaging services to conclude transactions.
So, while Weixin’s policy prohibits users from engaging with content that involves
goods that are in violation of laws and regulations (including pesticides), there are
reported incidents of sellers of illicit pesticides using Weixin’s instant messaging
feature to finalize transactions with buyers.

Policies on pesticides’ registration

National laws in most countries mandate that pesticides are registered in the country of
use. This presents a complication for platforms that operate in more than one jurisdiction
and offer international shipping. Nevertheless, these challenges do not absolve them from
conducting more robust due diligence to verify that all pesticides available for sale are
intended to be sold where they are registered, i.e., in the "country of intended use."



Of the platforms assessed, Lazada and Tencent’s Weixin specifically prohibit the sales

of pesticides, which would preclude their responsibility for requiring that offerings for
pesticides be properly registered or licensed. Nonetheless, illicit pesticides are available on
Lazada and sales are facilitated through Weixin.

Amazon, Mercado Libre (ML) and Shopee have policies that require sellers to comply with
national regulations on pesticides registration.

* To comply with the 2021 EPA settlement agreement related to the sale of illicit
pesticides, Amazon US has enhanced controls to prevent such listings. Amazon now
requires evidence of an EPA registration number or a certification that the product is
exempt from EPA regulations. Failing to do so will automatically prevent the listing
from being published on the Amazon website. Furthermore, Amazon notes that it
regularly crosschecks the product registration number provided by the seller against
a federal EPA database. Nonetheless, illicit listings persist in the form of pesticides
being sold to countries where there is no registration for the product.

* Mercado Libre’s policies on “Pesticides and substances””? and “Products requiring
approval or authorization from state agencies””* do not permit the sales of pesticides
by sellers that do not possess registrations or legal authorisation. ML was unable or
unwilling to explain measures it takes to verify that sellers have appropriate licenses.

* Shopee requires sellers to comply with national regulations such that sellers would be
allowed to list only those pesticides that are registered in the country of intended use.
However, Shopee was unable or unwilling to explain how they enforce the policy and
how they verify that the pesticides are registered. It appears that Shopee assigns the
responsibility of ensuring the legality of pesticides to the seller, without necessarily
conducting its own verification of registrations before allowing listings to go live.

These platforms express their commitment to align their policies with applicable national
regulations on pesticide registration. Polices which explicitly ban unregistered pesticides, is a
step toward accountability. However, there are some notable concerns:

* Amazon’s verification process in the US which ensures that only registered pesticides
are listed on its platform through comparison against the EPA (federal) database
is a step in the right-direction. However, industry experts note that the platform
facilitates export of products to countries where the pesticides may not be registered,
thereby making it illegal. Furthermore, it is also important to note that this is specific
only to the US market. Listings of unregistered pesticides are found on Amazon India
for example, where national regulations mandate pesticides to be registered. This
discrepancy highlights the variation in regulatory compliance and enforcement across
Amazon's global marketplaces.

* It appears that Mercado Libre places the full responsibility on sellers to ensure their
products comply with national pesticide regulations on registration, with no apparent
proactive verification of pesticide registrations as a prerequisite for listing.
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* Shopee places full responsibility on the seller to ensure that they operate within the
bounds of the law and the platform’s policies. Shopee may not independently verify if
the pesticides offered for sale are registered. This lack of proper verification evidently
enables unregistered, illegal pesticides to be listed on the platform.

Licensing requirements for sellers

It is not evident that the platforms examined for this study have tangible measures in place
to verify whether their third-party sellers have valid licenses to sell the pesticides they list for
sale. So, while national regulations may traditionally require such licenses for off-line sales,
online e-commerce platforms have not demonstrated verification measures to ensure that
sellers without licenses are barred from listing pesticides.

* Amazon US mandates training for its sellers as a prerequisite to listing pesticides for
sale. Many states in the US require sellers to have a license only to trade in restricted
use pesticides. Amazon US does not permit listings of such pesticides, consequently,
there is no licensing requirement for sellers. However, this is specific only to the US
market. Listings from unlicensed sellers are found on Amazon India for example,
where national regulations mandate license for sellers dealing with all pesticides. This
discrepancy highlights the variation in regulatory compliance and enforcement across
Amazon's global marketplaces.

* While Mercado Libre policy aligns with national regulations, it lacks a clear and
proactive approach to verifying seller licenses. Requiring sellers to present their
licenses before listing pesticides for sale would enhance accountability.

* Simply prohibiting pesticide sales without correspondent enforcement - such as on
Lazada - is negligent business practice, bordering on illegal commercial undertaking.
Continued, contributory facilitation of illicit trade, in defiance of applicable law,
highlights the necessity for government mandated due diligence measures. While
Weixin may not permit the sale of pesticides, they are similarly negligible in allowing
their instant messaging service to be used to finalize transactions of sale of illicit
pesticides.

* Shopee mandates its sellers to provide a registration as a prerequisite to listing
pesticides for sale, however it appears that their verification may be lax as illicit
pesticides are available for sale on Shopee.

Currently, in lieu of government-mandated requirements, e-commerce platforms employ a
variety of voluntary measures to prevent listings of illicit products, including pesticides. For
example, many platforms use a version of Know Your Customer (KYC) protocols to verify
the credentials of third-party sellers and the authenticity of the products they offer. In the
case of pesticides, voluntary KYC protocols need to incorporate measures requiring and
verifying that sellers possess valid licenses, e-commerce platforms store those licenses, and
that the pesticides are registered in the country of use.



Storage and transport and of pesticides

National regulations require special treatment of pesticides during storage and transport to
ensure product integrity and safety. Requirements may typically include separation from
consumables, proper ventilation, security and emergency equipment. National regulations
typically require licenses for storage and transport of pesticides. While the assessed
platforms appear to offer illicit pesticides for sale, not all of them offer logistics services
(collection from buyer, storage, delivery to seller) as part of their services. For those that
do, there is no publicly available information indicating that they have a policy in place

for storage and transport of pesticides or a license to do so. For example, while Amazon
provides storage and transport services, they do not acknowledge possession of valid
licenses. It is also unclear how such pesticides are stored and transported.

Best practice: Amazon
Australia

Amazon Australia has put in place

strict mechanisms to govern the sale of
pesticides. Amazon Australia permits

only those products that are approved by
the Australian Pesticides and Veterinary
Medicines Authority (APVMA) to be listed
on their platforms. The products listed
contain an “Approval Number.” and sellers
are mandated to provide images of the
product containing this number. Amazon
Australia is also proactively screening
listings to the extent that a search on the
platform for pesticides provides only those

that are legally permissible to be sold in
the country. This example underscores
the capacity of platforms to implement
proactive measures to ensure that illicit
pesticides remain out of consumer reach.
Image source: Amazon Australia
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Best practice: Collaboration
among pesticides agencies and
platform

The British Pest Control Agency (BPCA)
along with Crop Protection Association
(CPA) have released guidelines for
identifying and reporting illegal internet
sales of pesticides.” Furthermore, BPCA and
CPA have an agreement with eBay to have
all illegal listings of pesticides removed.

As a result of this two-year collaboration,
eBay does not permit private sellers™ to sell
pesticides and only business sellers with a
registration are permitted to sell. Further
eBay prohibits the sale of pesticides that
are:”’

¢ Not authorized for sale in the UK.

* Not sold in their original packaging with
the original label.

* Poisonous or toxic substances that Royal
Mail (or An Post) has prohibited for
posting.

On the back of this engagement, BPCA and

CPA have created guidelines to help people

report illegal online sales of pesticides to

relevant authorities - the Health and Safety

Executive or the BPCA.”™

Seller information
Example seller name (10971 34 )

1007% Positive Feedback

57 Save this seller

Thiis seller has an anling shop and therefore can sell
pestacides

Hewwereir all online shops should still ensure the
chermical is being sold for professional vse onhy and
should includer a statement sure as this

Using Pesticides Safely

When you buy a professional use pesticide

you and/or the end user must ensure that the
product is legally used in line with the industries
Approved Code of Practios set out by The Food and
Emvdronment Protection Act 1985 (FEPA) and Contral
of Pesticide Regulations 1984 (COPR].

When placing an arder for a professional use
pesticide you must confirm that you have read,
understood and will comply with these regulations.
Use plant protection products safely and always
read the label and product information before use,




6. WHAT’S BEING DONE

National governments

In recognition of the surge in sales of illicit pesticides on e-commerce platforms, some

governments have started developing a stronger regulatory response and holding

e-commerce platforms more accountable for preventing the listing and sale of illegal
pesticides. Some notable regulatory changes are provided below.

United States
Environmental Protection Agency (EPA)

The Federal Insecticide, Fungicide and
Rodenticide Act (FIFRA) requires actors that
produce pesticides, active ingredients or devices,
including companies or establishments that
import into the United States, to register and file
production reports with EPA.”

Fact Sheet on Pesticides Sales in E-Commerce

As early as 2004, the EPA issued a fact sheet on
sale of pesticides in e-commerce, which clearly
stated that both federal and state pesticide laws
and regulations would apply to online sales of
pesticides.®* The EPA specifically notes that, “No
person in any state may distribute, sell, or offer for
sale or distribution to any person any pesticide that
is not registered in accordance with §3 of FIFRA.”®!
The EPA also banned the sale of restricted-use
pesticides online.®

Regulating platforms
In addition to issuing guidance, the EPA has
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actively been regulating e-commerce platforms to prevent the sale of illicit pesticides and
restricted-use pesticides:* (See Chapter 5 for EPA Stop-Orders prohibiting Amazon, Bonanza

and eBay from selling illicit pesticides.)

California state law

Through AB 1011 (Chapter 612, Statutes of 2005) California expanded broker licensing
requirements to all those who sell or distribute pesticides into California to close loopholes

in previous laws that allowed some internet-based pesticide sellers to avoid paying the ‘mill
assessment’ (a fee on all pesticide sales at the point of first sale into the state).*
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Settlement agreements

States in the US have also addressed the sale of illicit pesticides online and have issued
orders and entered into settlements, notably:

* In November 2022, the California Department of Pesticide Regulation (DPR) reached
an agreement with Amazon, where in addition to a fine for trading in unregistered
pesticides into California, DPR ordered Amazon to register as a pesticide broker.*

A pesticide broker license applies to those who are the “first” to sell or distribute
pesticides into or within California, however it does not authorize the sale to end
users.® These are important improvements in brining offline regulations to govern
online sales, however the treatment of sales to end users still needs to be addressed.

* The King’s Court of the State of Washington also entered into a consent decree
with Amazon in 2021, whereby it ordered Amazon to comply with pesticide
dealer licensing requirements of the state of Washington and related Washington
Administrative Code regulations in order to continue selling restricted use and
general use pesticides.*”

INFORM Consumers Act

US legislation is a good start to placing more responsibility on e-commerce platforms
to avoid the sale of illegal products, but they fall short of specifying the unique controls
applicable to the sale of pesticides.

The federal Integrity, Notification, and Fairness in Online Retail Marketplaces for Consumers
Act or the INFORM Consumers Act, which was signed into law in late 2022, requires

better transparency from online marketplaces. In addition to collecting and verifying

seller information, the law requires platforms to disclose in the product listings or order
confirmations certain information about the high-volume third-party sellers (such as full
name, physical address or contact information with exceptions applicable to those sellers that
operate out of their home address).*® High-volume third-party sellers are defined as ‘online
marketplace participants that conduct 200 or more transactions resulting in total revenues of $5,000
or more during a continuous 12-month period’. The Act also provides for penalties of USD 50,120
per violation.

SHOP SAFE Act

The Stopping Harmful Offers on Platforms by Screening Against Fakes in E-=Commerce

Act or the Shop Safe Act is a Bill introduced by Congress in the U.S. which aims to protect
consumers from harmful counterfeits offered online. The Bill aims to establish better
practices for e-commerce platforms regarding vetting sellers to ensure their legitimacy,
removing counterfeit listings, and removing sellers who repeatedly sell counterfeits.

Online marketplaces who fail to take the prescribed steps to prevent the continued sale of
counterfeits by third-party sellers would face contributory liability for their actions. The Bill
is yet to be adopted by the Congress and to be enacted.



While both these legislations are a good start to placing more responsibility on e-commerce
platforms to avoid the sale of illegal products, they fall short of specifying the unique
controls applicable to the sale of pesticides. They do not include provisions that require
e-commerce platforms to:

* Verify possession of a license for sellers to trade in pesticides,
* Store such licenses for verification by regulatory authorities; and

* Verify that pesticides sold on their platform are registered in the country of intended
use.

European Union
Digital Services Act (DSA)

The DSA is aimed at establishing a transparent and clear accountability framework for
e-commerce platforms in the EU. The DSA also emphasizes that what is illegal offline per
Union law or in Member States should also be treated as illegal online.®

The DSA emphasizes that what is illegal offline per Union law or in Member States should
also be treated as illegal online.

The EU Commission has chosen to leave the liability regime of the e-commerce Directive
untouched but has introduced new obligations for platforms, especially for ‘very large
e-commerce platforms’, to act responsibly and diligently to manage the risk of illegal
content. The responsibility falls on the Member States to enforce the DSA through an
appointed ‘Digital Services Coordinator’” with comprehensive enforcement powers.

Notably, the DSA requires e-commerce platforms to:
* Comply with harmonized due diligence obligations,

* Cooperate with “trusted flaggers’ to remove illegal content (notice-and-action
mechanism) with priority,”

* Randomly check against existing databases whether products on their sites are
compliant,

* Trace sellers on their platforms under the “know your business customer” principle,
* Implement transparency measures to prevent anonymous sellers and advertisers,

* Impose greater liability on platforms for facilitating illegal activities, potentially
resulting in penalties for non-compliance,

* Conduct independent audits of their risk management measures and put in place
effective mitigation measures for ‘very large e-commerce platforms’.

Compliance by Design

The new Article 31 of the DSA on “compliance by design” requires B2C (Business to
Consumer) e-marketplace platforms to design and organize their interfaces in a way that
enables traders™ to comply with their obligations applicable under Union law. It requires
that e-commerce platforms’ interface assists traders to provide necessary information to
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consumers including compliance with labelling requirements and laws on product safety
and compliance, before allowing products to be offered.

It also imposes an obligation on platforms to make their best efforts to ensure that the
information provided by sellers is accurate and encourages random checks by platforms in
any official database on whether such products offered are illegal. Further, when becoming
aware of the presence of an illegal product on their platforms, platforms must inform the
users who have bought such items, providing them with the identity of the trader and
applicable means of redress.

Applicability to online pesticides sale in the EU

Application of the DSA to the sale of pesticides online, in conjunction with the provisions

of EU Directive 2009/128/EC on the sustainable use of pesticides, would require platforms
to ensure that third-party sellers (i) have a license to trade in the listed pesticides, per their
national obligations as distributors, and (ii) demonstrate that their products are registered in
the country of use.

Similarly, DSA would preclude the sale of professional grade pesticides to customers
(online buyers) who do not have a certificate as defined in Article 5 (2) of the same Directive
(2009/128/EC).*

When e-commerce platforms are not in compliance with the rules, national pesticides
regulators may issue orders to e-commerce platforms to remove non-compliant (illegal)
offers, and the Digital Services Coordinator at the national level may impose penalties.
Furthermore, the Digital Services Coordinator and the EU Commission will have the power
to require immediate actions where necessary to address very serious harms. In cases where
platforms do not comply - thereby endangering consumer health and safety - it will be
possible for the Digital Services Coordinator to ask a court for a temporary suspension of
their service.”

United Kingdom

While the UK’s governing legislation on pesticides does not explicitly apply to online sales,
the UK Health Security Agency has taken the position that online sellers of pesticides must
have exactly the same requirements as those who sell offline. Furthermore, the Health and
Safety Executive (HSE), the national regulator for workplace health and safety, requires

that all pesticide products for use, sale, supply or storage must comply with the registration
process under law. The HSE also provides the list of registered products for use in the UK for
access by buyers.”

Germany

Germany allows sellers to trade in pesticides online if they have a physical retail counterpart
which follows established provisions for distribution of pesticides. Laws also mandate

that authentic images of the pesticides be displayed with the product listing, and buyers
should be informed by sellers of the precautions for pesticide use in the form of electronic
documents during sales.



Brazil

Brazilian law mandates that pesticides can only be produced, exported, imported, and
commercialized if they are registered with the Ministry of Agriculture and Livestock.

Separately, Article 19 of Law No. 12.965/2014 (Marco Civil da Internet) establishes that
internet providers (including e-commerce platforms) are only subject to civil liability for
damages caused by third-party content if they do not comply with a prior and specific
court order to remove the content. Even though the framework limits civil liability, Brazil
legislation and precedents from courts suggest that:

E-commerce platforms cannot be shielded from civil liability when there is a violation
of Brazilian laws.

E-commerce platforms must exercise a minimum level of diligence in verifying

the legality of the products because they are directly involved in the transactions,
including payment processing. Platforms will be liable if they do not perform a
minimum standard of due diligence to know who is trading and what is being traded
on their platform.

the

Case study: IBAMA (the Brazilian Institute of Environment
and Renewable Natural Resources) v. and Mercado Libre

The Court considered the Internet Civil Framework, which governs the
responsibilities and liability of internet service providers and platforms for content
generated by third parties on their platforms. This framework generally limits the
platforms' liability for content generated by users until they receive a specific court
order to remove such content. In this case, the Court held that the Internet Civil
Framework provisions related to prior notification did not apply to the “irregular
commercialization of pesticides” since it was related to the illegal sale of a potentially
hazardous products and is in violation of the local pesticides legislation that requires

pesticide to be registered. Analyzing the Internet Civil Framework against

Brazilian pesticides law, the Court ruled in favor of IBAMA, noting that Mercado
Libre cannot use the Internet Civil Framework as a shield to avoid responsibility for
enabling the sale of illegal pesticides on its platform.

India

The Indian government introduced regulations governing the online sale of pesticides in
November 2022, with the Insecticides (Second Amendment) Rules 2022.” Notably, the Rules
restrict online sales of pesticides to those holding a pesticides trade license. Additionally,

e-commerce platforms are required to verify the licenses of those pesticides” sellers that list

products on their platforms.”
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by the concerned Licensing Officer of the State.

The Indian Insecticides (Second Amendment) Rules 2022: “A licensee may
undertake the sale of any insecticide through e-commerce entity for supply of insecticides
to the doorstep of the farmers during the currency of license, and the licensee shall comply
with the provisions of the Act and the Rules made here under for the time being in force:

* Provided that the operators of e-commerce entity before engaging the licensee for
sale of insecticide through online portal, shall verify the validity of the license issued

* Provided further that the operators of e-commerce entity and licensee shall comply
with the provisions of the Consumer Protection (E-commerce) Rules, 2020.”

Intergovernmental organisations

Below are some key intergovernmental organizations (IGOs) initiatives that specifically

target the sale of illicit pesticides online.

UN Food and Agriculture Organization (FAO)

The FAO'’s 2021 Guidance on Pesticide Licensing Schemes addresses the regulatory

framework governing pesticides lifecycle including for the “Sale of pesticides over the
Internet” and recognizes the associated challenges to monitor and enforce compliance with

national regulations. Commenting on the complexities of internet sales, the FAO recognizes

that:

“Sale of pesticides over the Internet is a complex issue, as the market situation changes
continuously, and sellers and buyers can hide behind false names in often unknown locations.
E-commerce can facilitate the purchase of illegal pesticides on international markets, including

those that are banned in most countries, not registered for use in the country of the buyer or

are fake or counterfeit products.”

The Guidance elaborates on application processes for licensing and recommends “everyone
who has a major role in the pesticide life cycle to obtain a license.”* It also notes that:'®

* Generally, the law obligates sellers (including
those who sell over the Internet) to ensure that
any pesticides sold are registered and labelled
in accordance with the rules of the destination
jurisdiction.

In multi-jurisdictional systems such as the European
Union and the USA, both overall and specific legislation
may apply. In addition, more detailed rules may apply
to more dangerous pesticides such as HHPs, requiring
the sellers or applicators to be licensed in every
jurisdiction in which they intend to supply these types
of pesticides.

“The potential for anonymity increases
the risks of improper handling

and use of pesticides sold over the
Internet, hence increasing health risks
and environmental contamination.
Enforcement is difficult, because it

is harder for responsible authorities

to ensure compliance with labels and

4

instructions for pesticides sold online.”

- Guidance on pesticide licensing
schemes, FAO (2021).



Furthermore, the Guidance also suggests that:'"

* Countries may decide to require special licenses or to require the applicant to
extend pesticides sales licenses specifically to Internet sales. Such a special license or
extension of a sales license must incorporate the necessary guarantees to ensure the
responsibility of the seller for any problems with the product, such as conservation of
the product after delivery and upon arrival to the buyer (e.g. if the product is exposed
to very high temperatures during transport).

* The responsibilities and potential licensing requirements of Internet platforms that
serve as intermediaries between the buyer and the seller require particular attention,
particularly in the case of international trade.

National legislation may require Internet platforms to assume some responsibility for sales,
such as to verify that sellers are licensed in their country of origin; ensure that only pesticides
registered in the country of the buyer are sold; and guarantee that the seller can be contacted
and that the buyer can make a complaint or potentially take action against the seller.

The Organization for Economic Co-operation and Development (OECD)
OECD Network on Illegal Trade of Pesticides (ONIP)

The ONIP’s primary objective is to establish a "global alliance" of experts specializing
in combating illegal trade. The ONIP created the OECD Rapid Alert System (RAS) for
suspected illegal international pesticide trade. The system operates enables regulatory
authorities to swiftly exchange information among experts and inspectors within the
network regarding suspicious or rejected pesticide shipments.

Guidance on Pesticide Compliance and Enforcement Best Practices

This OECD Guidance recognizes the challenges for regulators to monitor compliance
online.’? It calls on border control officials in destination countries in the case of export, to
support document inspection and ensure that:

* The recipient is a registered wholesaler, retailer, producer or a formulation company.
* The active ingredient/substance is authorized in the recipient country.

* The pesticide is registered in the recipient country.

Best Practice Guidance to Identify Illegal Trade of Pesticides

The ONIP prepared OECD’s Best Practice Guidance to assist inspectors and regulatory
authorities to identify and tackle illegal pesticides throughout the complete lifecycle of a
pesticide, from manufacture, through formulation, trade and use to destruction. It elaborates
best practices to deter illicit trade during the process of proper registration, manufacture,
handling, storage, transportation and export of pesticides. It recognises that the “internet” is
used as a channel to distribute illicit pesticides and encouraged authorities to monitor online
sales. Furthermore, it notes that practical guidance on physical inspection of transported
goods should be made available to inspectors and regulatory authorities including

provisions for internet-based trade.'®
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While not specifically aimed at internet trade, the Best Practice Guidance provides several
measures to strengthen regulatory measures against illicit trade. Notably:

OECD recommends the following:

* Stronger cooperation between countries and between Customs and regulatory and
compliance/enforcement agencies;

» Targeted inspections for illegal pesticides;

* Legal possibilities to take action against consignments of illegal pesticides in transit
should;

* Formalizing interactions between relevant authorities involved in the control of
illegal pesticides through a memorandum of understanding (MoU);

¢ Suitable specialized quarantine warehouses and disposal facilities; and

* Legal obligations to impose these costs upon those companies or individuals
responsible for the illegal pesticides.

This document could be updated to include more elements on illegal online trade.'™

Recommendation of the Council on Countering the Illicit Trade of Pesticides

The OECD Recommendation recognizes that while pesticides are amongst the most
regulated products globally, illegal pesticides escape oversight by pesticide regulators
and Customs agencies. The Recommendation promotes the establishment or enhancing
national procedures to combat the illicit trade of pesticides in alignment with the Best
Practice Guidance, considering national priorities, policies, and programs. Notably, the
Recommendation suggests:

» Establishing regulatory framework for the oversight of agricultural pesticides.

* Implementing systems for the detection and regulatory intervention against the
illegal pesticides.

* Strengthening collaboration to minimize illicit pesticides trade.

While this is useful guidance to member states, it is unclear whether governments are
actively implementing them at a national level. Further, the Recommendation does not
specifically address the online sale of illicit pesticides.

New Digital Technologies to Tackle Trade in Illegal Pesticides

The OECD provides guidance on the use of new technologies including blockchain and big
data analytics to track and trace supply chains and identify common patterns and criminal
networks behind the operations. It also recognizes the ability of Al to augment efforts in
monitoring and removing illicit content from the internet.'®



7. RECOMMENDATIONS

The rapid growth in e-commerce and the surge of online sales of pesticides necessitates

a modernization of regulatory controls to ensure that existing regulations applicable to
traditional sales be applied with the same force to online sales. The absence of stricter
controls over online transactions opens a wide door for criminals to sell unauthorized, illegal,
banned and counterfeit pesticides.

In recent years, governments have shown a growing tendency to hold platforms accountable
for engaging in the trade of illicit pesticides, as evidenced by cases involving Amazon, eBay,
and Mercado Libre where fines and other sanctions were imposed (refer to section X for
details). While these steps are positive, government prescriptions must be comprehensive,
legally binding and more clearly directed at e-commerce platforms so that there is no
uncertainty in the requirements and responsibilities for precluding listings of illegal
pesticides.

Similarly, e-commerce platforms will need to demonstrate greater responsibility for ensuring
that their services do not facilitate the sale of illicit pesticides.

E-commerce platforms must be held accountable especially since their transactional roles
have expanded to controlling more and more parts of the transaction between a buyer and
seller including promoting, consummating, guaranteeing, financing, storing and shipping
pesticides - legal and illegal.

The recommendations below are aimed at key stakeholders who can make a significant
impact in reducing the trade of illicit pesticides: IGOs, national government and e-commerce
platforms.

Intergovernmental Organizations

Intergovernmental organizations (IGO) are in an inimitable position to set standards and
help shape national laws. Consequently, they should provide clear, robust guidance to
their Member States, urging them to adopt rigorous controls to preclude any and all listings
of illicit pesticides online. The OECD and the FAO are key IGOs that undertake work on
promoting the sustainable use of pesticides, and both have acknowledged the proliferation
of online transactions and the related problem of the growing sales of illicit pesticides on
e-commerce platforms.

* While the OECD has issued some guidance for governments to address the sale
of illegal pesticides online, these steps are thus far inadequate There is a need for
more comprehensive guidelines that emphasize the importance of Member States
implementing stricter online controls. Additionally, greater efforts should be made to
ensure the integration of these guidelines into national regulatory frameworks.
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* The FAO has recently published Guidance on pesticide licensing schemes (2021),
recommending countries to require special licenses or to require the applicant to
extend pesticides sales licenses specifically to Internet sales. The guidance also
usefully encourages national legislation to require Internet platforms to assume
some responsibility for sales, such as to verify that sellers are licensed in their
country of origin. The FAO guidance does acknowledge that a licensing system for
pesticide sellers can help prevent illegal sale of nonregistered, fake or counterfeit
products. And, although there is a one-half page section addressing “Sale of Illicit
Pesticides over the Internet,” the FAO does not fully address the problem, nor does it
sufficiently prioritize actions to mitigate the problems. As such, FAO could provide
greater value to its national constituencies by publishing policy recommendations
directly addressing the sale of illicit pesticides online.

As such, it is recommended that the two organizations more actively advocate for better
regulation of pesticides on online channels.

Specifically, IGOs must recognise and issue guidance to national governments to improve
controls. Such directions to national governments should emphasize that:

* Offline regulations that govern pesticides sales must be applied to online transactions.

* E-commerce platforms be held accountable and liable for illicit sales of pesticides.

National governments and regulatory authorities

National governments must modernize regulatory systems to ensure that existing
regulations applicable to traditional sales of pesticides are applied equally to online sales.
The absence of stricter controls over online transactions opens a wide door for criminals to
sell unauthorized, illegal, banned and counterfeit pesticides.

Given the pervasiveness of illicit pesticides and their detrimental impact on the environment
and human health, it is puzzling that governments have not already promulgated strict
controls on e-commerce sales of pesticides - legal and illegal. From a legal perspective,
platforms must be held to an increased standard of accountability especially since their
transactional roles have expanded to controlling every step of the transaction between a
buyer and seller of pesticides including promoting, consummating, guaranteeing, financing,
storing and shipping the product.

Nonetheless, national regulations are somewhat passive. For example,

In the US, the EPA issued a fact sheet on sale of pesticides in e-commerce, which clearly
stated that both federal and state pesticide laws and regulations would apply to online sales
of pesticides.”” The EPA specifically notes that, “No person in any state may distribute, sell, or
offer for sale or distribution to any person any pesticide that is not registered in accordance with §3
of FIFRA.” The EPA also banned the sale of restricted-use pesticides online. So, while this
guidance is clear in its intent, it remains unclear whether it constitutes a legal, regulatory
control that e-commerce platforms are legally required to comply with.

The approach in the UK is similarly oblique. The UK Health Security Agency has taken the
position that online sellers of pesticides must have exactly the same requirements as those
who sell offline. Again, this wisdom has not manifested to law, even though the Health and
Safety Executive of the UK requires that all pesticide products for use, sale, supply or storage
must comply with the registration process under law.



The EU may be closer to modernizing legislation that would effectively mitigate illicit trade
in pesticides. Namely, application of the DSA to the sale of pesticides online, in conjunction
with the provisions of EU Directive on the sustainable use of pesticides, would require
platforms to ensure that third-party sellers (i) have a license to trade in the listed pesticides,
per their national obligations as distributors, and (ii) demonstrate that their products are
registered in the country of use.

These prescriptions are among the most progressive worldwide, and should be impelled
into the law to serve as the minimum standard of responsibility for e-commerce platforms
operating anywhere in the world.

Additionally, TRACIT recommends that national governments:

1. Ensure that regulations on retail sales apply to online sales. Governments must
modernize regulations that govern every stage of the pesticide cycle to ensure application
to online transactions. Where necessary, online laws must be amended to include
e-commerce platforms, online sellers and buyers abide by existing regulations that govern
the offline pesticides trade. Governments must regulate and standardize regulations to
sell pesticides online online, so as to prevent illicit traders from infiltrating e-commerce
platforms. Specifically, such regulations must hold platforms to accountability and require
them to:

- Ensure that sellers have a license: National regulations should require e-commerce
platforms to check pesticide sellers’ credentials and verify that pesticide vendors
have a “license” to sell pesticides. Furthermore, in case of cross-border transactions,
regulations should require platforms to verify registrations or authorization
certificates in the country of import and the country of export ahead of permitting
such transactions.

- Store such licenses for verification by requlatory authorities: National regulations should
mandate e-commerce platforms to verify and store seller information including dealer
licenses for greater transparency and recourse in the case of illicit pesticides. Storing
licenses will make it easier for inspection serving as a one-stop gateway for regulators
to verify them.

- Verify that pesticides sold on their platform are registered in the country of use: Most
national regulations require that any pesticides sold in the country is registered with
the relevant regulatory authorities. It should be the responsibility of a platform to
ensure that any pesticide placed on its e-commerce marketplace is registered in the
country of use. Moreover, in the case of export, the pesticide must be registered in the
country of import and abide by local regulations.

2. Strengthen enforcement of online activities.

- Strengthen compliance of pesticides laws by e-commerce platforms and develop effective
online enforcement mechanisms. Furthermore, such enforcement must take a more
holistic approach - to include cooperation with those agencies that are responsible for
product safety, consumer health and safety, and environmental protection, such as
the DSA as an example.
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- Improve coordination and cooperation among regulatory agencies, law enforcement, and
industry stakeholders to provide information and intelligence on illicit trade in
pesticides sold online. The EU Commission’s Product Safety Pledge + is a good
example of a voluntary commitment by signatory e-commerce platforms to remove
dangerous goods from consumers’ reach and for platforms to engage in dialogue with
relevant authorities including those responsible for consumer protection.'®

. Levy penalties on platforms for non-compliance. Given the serious health, safety

and environment impact of illicit pesticides, governments should increase the level

of penalties on e-commerce platforms that do not comply with the relevant pesticides
regulations. This will encourage greater action and serve as a strong deterrent for aiding
and abetting the trade of illicit pesticides.

. Make the sale of illicit pesticides online a consumer protection issue. The sale of illicit

pesticides can present significant health and safety risks to consumers, both through
direct and indirect exposure. Similarly, illegal pesticides packaged incorrectly pose a risk
to delivery personnel physically handling small parcels. Consequently, it is crucial that
governments treat this issue as a matter of public health and safety and extend public
health and safety regimes to include illicit pesticides.

. Improve collaboration between customs and postal services. National governments

should improve coordination of customs and postal officials to share information, inspect
and detain suspicious parcels, and raise awareness on illicit pesticides.

. Establish stronger sanctions against fraudulent sellers. National regulations should

establish strong, deterrent penalties and fines to discourage sellers from engaging in the
sale of illicit pesticides online. Regulations should also require platforms to ban repeat
offenders from trading online on any platform; this could be facilitated by also requiring
e-commerce platforms to maintain a database of sellers known to have traded in illicit
pesticides.

. Conduct training, awareness raising, and communication campaigns. Educational

materials, manuals, brochures, guidance documents or e-learning programs are key to
raising awareness of the issue.'” Some countries have already invested time and effort
into training and education initiatives targeting importers, distributors or farmers, about
the consequences of using illegal pesticides and have observed positive outcomes.

. Create a public registry of licensed sellers and registered products. The UK’s Health

and Safety Executive is a good example of a database of registered products available
for use in the UK that is accessible by those wishing to purchase pesticides. Borrowing
an example from the pharmaceutical sector, the National Association of Boards of
Pharmacy’s Safe Pharmacy'"

or pharmacist selling online.

allows consumers to verify the license status of a pharmacy



E-commerce platforms

1. Comply with local laws that regulate the sale of pesticides. Specifically, e-commerce
platforms must be responsible to:

- Putin place systems to verify that sellers have a license to trade in pesticides and
that the products the seller lists on the platforms are ultimately sold only in those
countries where the said product is registered.

- Permit only those sellers that display an image of their license in the product listing
page to be able to sell pesticides online. Furthermore, should a buyer wish to verify a
pesticides seller license, there should be an option to do so on the product listing page
or at checkout.

- Establish a mechanism to store seller licenses, pesticide product registration numbers,
and business details, for use by regulatory inspectors/authorities.

- Verify that products listed for sale/destined to a particular country are registered for
sale in that country.

2. Declare a strong public policy against illicit pesticides and implement such policy.
Terms of Service of e-commerce platforms must contain strong and clear clauses
prohibiting the sale of illicit pesticides with strict sanctions for those caught in the act.
Platforms must also announce and enforce provisions to terminate the accounts of repeat
offenders.

3. Implement strong Know your Customer (KYC) practices. While many platforms
publish policies to govern the sale of pesticides, very few implement these effectively.
Implementing a strong KYC program will necessarily require e-commerce platforms
to verify and confirm the identity of the sellers and display their licenses to trade in
pesticides, their contact information, business registration and bank details. Such
information must be stored for access by regulatory authorities.

4. Verify product registration and proper labelling. Pesticides must be registered in the
country of intended use and such registration - or some appropriate symbol indicating
product verification - should be displayed as an image in the listings. Furthermore,
images of the product and its packaging must contain clear labelling, storage and
handling instructions in the correct language of the country of use. In cases of export, it
should only be possible for pesticides to be exported to the destination country if valid
registration and a valid label for that pesticide exists in the destination country.

5. Verify that buyers have a license to use. In many jurisdictions, it is mandatory for a
buyer to have a training certificate or license that certifies that they are capable of safe
usage and storage. Proof of such a certificate should be required before the transaction is
allowed.
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6. Proactively remove illicit listings and reprimand sellers. Proactive removal of listings
of illicit pesticides by e-commerce platforms is a crucial step in stopping illegal sales
of pesticides online. Such proactive measures demonstrate a commitment to social
responsibility and can have a positive impact on public health and safety, workplace
safety and the environment.

7. Empower consumers to report illicit pesticides. Allow consumers (buyers) to easily
report fraudulent listings of pesticides. E-commerce platforms can consider adding pop
up “banners” when a user searches for pesticides’ to notify/inform buyers to purchase
pesticides only from sellers who have a license and to purchase products that are validly
registered in the country of use. Should the user not be able to verify this, there should be
a mechanism to report such violation to the platform.

8. Establish a central database of online sellers of pesticides. Establish a database of
licensed dealers of pesticides and specifically those that are trading across borders.
This could be in the form of a highly-secure central registry managed by a third-party
organization that can continuously verify seller’s identity and monitor their digital
activities for risk signals on illicit activities. Such information can be shared with
regulatory authorities who oversee the export of pesticides and in a manner that each
individual consignment meant for export can be linked to a seller. There are several such
registries in other industries such as the financial sector or the food industry to draw
inspiration for a working model."

9. Destroy illegal pesticides in safe manner. The destruction of illegal pesticides is
important to avoid their re-appearance on the market. if they have taken possession
of the product in any way, for example, having the product in their fulfillment center,
E-commerce platforms should pay storage and destruction costs, and they can recover
costs from their sellers as part of the pre-conditions for a seller to list a pesticide for sale
online.

A pop-up banner can appear when a user searches for pesticides or any key words related to pesticides such as organic
herbicide.

i For example: Financial Industry Regulatory Authority, ‘Central Registration Depository (CRD)" at https://www finra.
org/registration-exams-ce/ classic-crd ; US Food and Drug Administration(FDA), “Foreign Supplier Verification Program
(FSVP)” at https:/ /www .fda.gov/food/food-safety-modernization-act-fsma/fsma-final-rule-foreign-supplier-verification-
programs-fsvp-importers-food-humans-and-animals
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